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	Guide For Managing PHI


The privacy provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) create national standards to follow in protecting employees’ medical records and other personal health information. This guide highlights the privacy rule for protected health information (PHI) and your responsibilities in adhering to Pinellas County Schools’ policies and procedures for protecting employees’ PHI.

	Our Privacy Pledge

Our privacy policy and practices 
will protect certain confidential health information known as “protected health information” (PHI).  An employee’s PHI will not be used or disclosed without written authorization from the employee, except as permitted by federal and state health information privacy laws.


What does the HIPAA Privacy Rule protect?
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The HIPAA Privacy Rule protects the privacy of health information obtained or created by covered entities (e.g. health plans, health plan providers, and health care administrators). In addition, the HIPAA Privacy Rule was designed to prevent health information from being used against employees by their employers for employment-related purposes.

Which of our benefit plans are covered by the HIPAA Privacy Rule?

	What Is PHI?

PHI is health information that can identify a person and shows:

· Date of birth 

· Gender

· Medical records number

· Health plan beneficiary numbers

· Address, ZIP code

· Phone number, e-mail address, fax number, IP address 

· License numbers

· Full face photographic images 

· Social Security number


The HIPAA Privacy Rule covers a wide range of group health plans including:

· Medical plans (including prescription drug plans and mental health plans)

· Dental Plans

· Vision Plan

· Health Care Reimbursement Account (HCRA FSA)

· Employee Assistance Program (EAP)
What am I protecting? 

As a representative of Pinellas County Schools, you are protecting the privacy of all the health plan records we have for an employee or plan participant (whether alive or dead). Protected health information is any information that describes the past, present or future physical or mental health or the condition of an employee, the provision of health care to an individual or the payment of a past, present or future health care claim. This information can take any form – written on paper, displayed or stored in a computer, or spoken in conversation. 
What should I do if I’m asked about PHI?

If it is not part of your regular job duties, then it probably isn’t appropriate under any circumstance for you to handle or discuss PHI. If you are unsure whether the records you keep on employees or the conversations you have with employees about their health or their covered dependent’s health is PHI, please contact the Employee Benefits Privacy Officer, Ted Pafundi, Director, Risk Management and Insurance for a more detailed explanation.

When does the Privacy Rule not apply?

	Important Note:  PHI should not be combined with the health information that’s normally kept in personnel files. And PHI that is separate from our personnel files should not be used to make employment decisions or to address absenteeism issues.  PHI also cannot be used in the operation of other benefit plans that do not fall under the Privacy Rule – Workers’ Compensation plans, for example.


PHI does not include information normally maintained in personnel files for employment purposes. This would include medical information that Pinellas County Schools needs for carrying out our obligations under the Americans with Disabilities Act (ADA), as well as employment records related to occupational injury, Workers’ Compensation, disability insurance eligibility, sick leave requests and justifications, drug screening results, and fitness-for-duty tests. 
	Examples of PHI

	Privacy Rule Applies
	Privacy Rule Does Not Apply

	· Individual medical, mental health, dental, EAP or vision records

· E-mails that include discussions about an employee’s health or medical condition 

· Other electronic files containing information about employees that may include individually identifiable health information (i.e., claims utilization data, stop-loss coverage reports, etc.)

· Personal written notes or files from conversations with employees or others about an employees’ health or medical condition, or those of other plan participants (i.e., employee’s covered dependents)
	Employee records

· Information normally maintained in personnel files for employment purposes is not considered PHI. This includes:
· Family and Medical Leave Act (FMLA) or sick leave requests

· Drug screening results

· Employment physicals or fitness-for-duty results 

· Workers’ Compensation information 

· Disability claims

· Life insurance evidence of insurability forms


	Our Business Associates

· Aon Consulting




Who are our business associates? 

We are allowed to discuss and disclose PHI with our business associates, as long as we have a signed business associate agreement. A business associate is an individual or entity, acting on our behalf in the normal management of our health plans, who assists in performing a function involving the use or disclosure of PHI. This includes claims processing or administration data analysis, processing or administration; utilization review; quality assurance; billing; and benefits management. 

The HIPAA Privacy Rule also specifies that providers of legal, brokerage, actuarial, accounting, data aggregation, management, administrative, accreditation and financial services are business associates if they receive PHI in the course of performing their duties. 

When can I disclose PHI?

Our HIPAA policies and procedures identify who can discuss health care claims or information with an employee and when. In many cases, employees must provide authorization for Pinellas County Schools to use or disclose PHI. The following table provides guidelines on when you need employee authorization to disclose or discuss PHI. 

	Individual Control
	Description of Permissible Use or Disclosure

	Employees do not have to provide consent or authorization 


	For PHI that is disclosed in the normal management of our health plans. This includes providing PHI to a Health Care Clearinghouse (third party administrator) for treatment, payment or health care operations (TPO) or to a business associate who has provided us with a signed HIPAA privacy agreement. 

	We must have employee authorization to disclose PHI 
	If it is used other than for TPO. This includes all the benefit plans that fall under the HIPAA Privacy Rule and, with limited exceptions, any psychotherapy notes.

	Employees have the right to agree or object to PHI disclosure
	For disaster relief or to persons involved with the individual’s care (family member or a personal representative) or for use in a facility directory (such as listing the employee as a hospital patient or disclosing a room number in a guide given to the clergy).

	Employees do not have to provide consent or authorization and they do not have the right to agree or object to PHI disclosure 


	If their PHI is used:

· As required by law

· For public health activities, for research or for special government functions

· In judicial proceedings or law enforcement

· For health oversight activities
	· For situations involving victims of abuse or domestic violence

· For organ, eye or tissue donation

· To avert a serious threat to health or safety

· To notify a personal representative of the employee’s death


How do I comply?

	Certain events, such as hiring a new employee, establishing new business associations, or mergers and acquisitions, should trigger a review of HIPAA privacy processes to ensure compliance.


As a representative of Pinellas County Schools, you must be sure that PHI is not inappropriately disclosed. Follow the HIPAA policies and procedures we have established to comply with the HIPAA Privacy Rule. You are responsible for monitoring ongoing compliance with our HIPAA policies and procedures and to ensure that the compliance processes and procedures we have developed are followed. 

The HIPAA Privacy Rule covers our day-to-day processes and procedures, departmental operations and information technology methods. Specifically, we must:

· Provide a notice to new employees and participants of the covered health plans that describes their privacy rights and how PHI may be used or disclosed.

· Ensure compliance with HIPAA policies and procedures to safeguard the PHI we maintain or are able to access.

· Inform employees who have questions about the HIPAA policies or procedures to contact the Employee Benefits Privacy Officer– who is responsible for ensuring the Privacy Rule is followed.   For insured benefits, Privacy Notices will be provided by the insurance carrier.

· Train new employees on the HIPAA policies and procedures and their PHI rights.

· Ensure that our plans are compliant, and that we have obtained assurances from our business associates that they have compliant policies and procedures in place regarding the PHI of our employees and plan participants.

· Review the collection, storage and use of PHI within our day-to-day operations.

· Monitor safeguards to protect the privacy of PHI. Potential safeguards include: 

· Administrative safeguards, such as procedures for the monitoring of our internal flow of PHI and enforcement of complaint and discipline policies; 

· Technical safeguards, such as computer firewalls; and 

· Physical safeguards, such as locking doors and filing cabinets and restricting access to spaces where PHI is stored. 

	Who can I contact for additional information?

	Function
	Contact Information

	Employee Benefits Privacy Officer

· Implements and oversees HIPAA privacy policies and procedures, including all activities related to the development, implementation, maintenance of and adherence to safeguarding PHI 

· Ensures compliance with HIPAA and all other federal and state rules and regulations pertaining to use and release of PHI

· Acts as internal resource for questions about the HIPPA Privacy Rule, and for additional technical training for designated individuals
	Employee Benefits Plans Only:

April Paul
Director Risk Management and Insurance

301 4th Street S. W.

Largo, FL 33770

(727) 588-6136


What Happens If the Privacy Rule Is Violated?
Violating the HIPAA Privacy Rule can result in stiff penalties. The Department of Health and Human Services has established both civil and criminal penalties for noncompliance. These are as follows:

· Civil penalties – $100 fine per violation up to $25,000 per person/year. 

· Criminal penalties – Up to $250,000 fine and 10 years in prison.

	This document provides an overview of the HIPAA Privacy Rule and broadly describes how this regulation will affect how Pinellas County Schools handles employee health information from our health care plans. This information is not intended to provide all of the details of the HIPAA Privacy Rule or of Pinellas County Schools’ policies and procedures.  This presentation also does not constitute legal advice. If there is any discrepancy between the provisions of the HIPAA Privacy Rule and the material in this presentation, the terms of the HIPAA Privacy Rule will govern in all cases.  
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